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EXTENSIBLE POLICY-BASED NETWORK MANAGEMENT ARCHITECTURE 

BACKGROUND 

1. FIELD 

The present invention relates generally to management of networks of 
computer systems and, more specifically, to policy-based network management 
(PBNM). 

2. DESCRIPTION 

Computer network management is growing increasingly more complex 

and difficult due in part to the unrelenting expansion of today's enterprise 

networks. New applications such as intranets, priority business applications, 

multicast-based applications, and multimedia require a network that is capable 

of supporting traffic level monitoring, self-reconfiguration, multi-point 

communication, software distribution, security, and of adjusting to changing 

application requirements through deployment of new services. Policy-based 

network management (PBNM) is a recent approach to network management 

that attempts to provide a higher level interface to network management than 

has been previously available. PBNM hides the low-level mechanisms of 

network management behind a high level abstraction called policies. Policies 

are human-readable, simple to express propositions that dictate what actions 

and behaviors are pennitted on a computer network. Using PBNM, a network 

administrator can express a set of policies governing the network. For 

example, one policy might be "allow members of the engineering department to 

reserve 100 Kbits/s of network bandwidth between the hours of 9:00 AM and 

5:00 PM." The underlying PBNM architecture handles the resolution of 

technical issues such as the association of the user's Internet Protocol (IP) 

addresses to group membership, detection and pennission/refusal of bandwidth 

reservations, time of day that a bandwidth request is to be active, and so on. 

This abstraction of network management and the associated hiding of the 
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specific mechanisms used to implement policies allow for a richer, more 
powerful set of services to be managed and deployed on computer networks. 

Current PBNM architectures use a static, localized set of mechanisms for 
controlling the behavior of computer networks. One known PBNM protocol is 
the Common Open Policy Service (COPS) protocol. The COPS protocol is a 
"work in progress" or draft protocol of the Intemet Engineering Task Force 
(IETF) dated August 16. 1999, which may be found on the Intemet at 
httD://www.ietf.orq/intemet-drafts/draft-ietf'rap-cops-07.txt . The COPS protocol 
describes a client/server model for supporting policy control over Quality of 
Service (QoS) signaling protocols and provisioned QoS resource management. 
In the COPS protocol, clients, called policy enforcement points (PEPs), relay 
information about network resource requests to policy decision points (PDPs), 
which interpret policies so as to determine whether a request for network 
service should be honored or not. More generally, policies consist of sets of 
conditions that must be met before certain actions can be taken. 

For each new type of managed network resource, an extension must be 
defined for the COPS protocol (through the IETF procedures). In addition, 
changes must be made in the PEPs to allow outsourcing of decisions via the 
newly extended COPS protocol. The conditions and actions taken as a result of 
an evaluation by a PDP are fairly static as well. Typically, the actions consist of 
allowing or rejecting access to some resource (e.g., network bandwidth, 
multicast groups, etc.), along with a small set of predefined conditions such as 
group membership and time of day. In addition to these requirements, the 
conditions used in PEPs to trigger requests for policy evaluation, as well as 
actions taken by PEPs in response to such evaluation, tend to be strictly local in 
scope (that is, focused on a single network node). Thus, the policy evaluation 
conditions used in PEPs typically do not take into account the state of other 
devices in the network. 

While PBNM provides a powerful means of managing computer 
networks, its static definition of the mechanisms that can be managed and the 
actions that can be decided on makes it slow to respond to the rapid evolution 
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Of network services and capabilities that is talking place. Furthermore, the local 
scope of PBNM conditions and actions tend to limit the network-wide utility of 
PBNM to solving those problems which do not require access to the global state 
of the network. 

SUMMARY 

An embodiment of the present invention is a method of extending the 
capabilities of a network with a policy-based network management (PBNM) 
architecture. The method includes sending a first message from a policy 
enforcement point (PEP) to a policy decision point (PDP) In response to an 
extemal action, and sending a Java object in a second message from the PDP 
to the PEP in response to receiving the first message. 

Another embodiment of the present invention includes sending a first 
message from a policy enforcement point (PEP) to a policy decision point 
(PDP) requesting configuration of conditions, sending a Java object in a 
second message from the PDP to the PEP in response to receiving the first 
message, and executing the Java object on the PEP to configure conditions 
controlling the sending of messages from the PEP to the PDP. 

Other embodiments are described and claimed. 

BRIEF DESCRIPTION OF THE DRAWINGS 

The features and advantages of the present invention will become 
apparent from the following detailed description of the present invention in 
which: 

Figure 1 is a diagram of a policy enforcement point interacting with a 
policy decision point for dynamic policy actions according to an embodiment of 
the present invention; 
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Figure 2 is a diagram illustrating dynamic policy conditions according to 
an embodiment of the present invention; 

Figure 3 is a diagram illustrating dynamic policy conditions taking into 
account network-wide state infonnation according to an embodiment of the 
present invention; and 

Figure 4 is a diagram illustrating a sample processing system capable of 
being operated as a policy decision point according to an embodiment of the 
present invention. 



DETAILED DESCRIPTION 

As enterprise network and computing devices such as routers and 
servers have become more computationally powerful, new features have been 
added to these devices which leverage the available processing power to 
enable greater extensibility. In particular, the use of Java Virtual Machines 
(JVMs) has appeared in computer industry applications and academic research 
as a flexible, secure method of running programs to extend the functionality of 
devices that previously only supported a fixed set of features. 

An embodiment of the present invention extends the current policy- 
based network management (PBNM) architecture by utilizing the benefits 
afforded by the Java programming language and JVMs. An embodiment of the 
present invention allows network administrators and PBNM vendors to 
programmatically extend the set of conditions and actions that may be 
incorporated into policies in a PBNM system. In one embodiment, this 
extension may be accomplished using the Common Open Policy Service 
(COPS) protocol, although other embodiments may use other protocols. One 
embodiment of the present invention uses the COPS protocol to carry Java 
objects (e.g., self-contained programs) between policy decision points (PDPs) 
and policy enforcement points (PEPs). This usage of the COPS protocol to 
cany dynamic, executable programs rather than static configuration and 
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decision information is a powerful extension to the concept of PBNM. Since the 
Java objects communicated by this architecture are fully programmable, 
network aware applications, the objects have the ability to contact and 
coordinate with other instances of such applications (executing on other nodes 
within the network), thereby providing a greater degree of inter-PEP 
communication than before. In general, by sending Java objects to PEPs, the 
PEPs may use a richer set of conditions for policy evaluation and implement a 
more powerful set of actions for manipulating the state of the network. 

Reference in the specification to "one embodiment" or "an embodiment" 
of the present invention means that a particular feature, structure or 
characteristic described in connection with the embodiment is included in at 
least one embodiment of the present invention. Thus, the appearances of the 
phrase "in one embodiment" appearing in various places throughout the 
specification are not necessarily all referring to the same embodiment. 

Figure 1 is a diagram of a policy enforcement point interacting with a 
policy decision point for dynamic policy actions according to an embodiment of 
the present invention. A policy enforcement point (PEP) 10 may be a dedicated 
device for providing network functionality that implements a policy in a PBNM 
system architecture. For example, the PEP may comprise a network router, a 
switch, or a firewall. A PEP may be a client in a client/server model, such as is 
used in the COPS protocol. A policy decision point (PDP) 12 correlates policy 
information to instruct one or more PEPs in handling network packets or 
othenwise providing network services. A PDP may be a server in the 
client/server model. In one embodiment, the PDP may be a general purpose 
computer system. There may be one or more PDPs and one or more PEPs in 
this network architecture. Multiple PDPs may be linked in a hierarchical 
fashion. 

In this protocol, a PEP sends request, update, and delete messages to a 
PDP, and the PDP returns decision messages back to the PEP. Hence, the 
PEP communicates with the PDP to obtain policy decisions or directives for 
network management. The protocol uses the well-known transmission control 
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protocol (TCP) as its transport protocol for reliable exchange of messages 
between the PDP and the PEPs. The protocol relies on the well-known Internet 
Protocol Security (IPSEC) protocol for authentication and security of the 
communications path between the PDP and the PEPs. The protocol is stateful 
in that it allows the PDP to push configuration information to a PEP, and then 
allows the PDP to remove such state from the PEP when it is no longer 
applicable. The PEP is responsible for initiating a persistent TCP connection to 
a PDP. The PEP uses this TCP connection to send requests to and receive 
decisions from the remote PDP. Communication between the PDP and the 
PEP is primarily in the form of stateful request/decision message exchanges, 
although the PDP may occasionally send unsolicited decision messages to the 
PEP to force changes in previously approved request states. 

The policy protocol is designed to communicate self-identifying objects 
which contain the data necessary for identifying request states, establishing the 
context for a request, identifying the type of request, referencing previously 
installed requests, relaying policy decisions, reporting errors, and transferring 
client specific/name space information. 

in Figure 1, PEP 10 sends a COPS request message 14 at run-time to 
PDP 12 in response to some external action within the network, such as a set of 
conditions requiring evaluation by the PDP. The request message may include 
such items as common header information, a client handle, a context object 
containing data, and other parameters. The context object may be used to 
determine the context within which all other message objects are to be 
interpreted. It also may be used to detemiine the kind of decision to be 
returned from the PDP. The context object specifies the type of event(s) that 
triggered a query. The decision may be a directive or instruction to the PEP 
related to admission control, resource allocation, object forwarding and 
substitution, or configuration. In response to the request message, PDP 12 
returns a decision message 16 to the PEP. Rather than delivering a static 
decision, in one embodiment of the present invention the PDP downloads a 
Java object to the PEP to be executed on the PEP for implementation of the 
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desired policy. The Java object may contain any program written in the Java 
programming language to effect the desired result at the PEP. Of course, the 
PEP must include a Java Virtual Machine (JVM) for supporting execution of the 
Java object received from the PDP. Thus, this mechanism is dynamic and 
easily extensible. 

In another embodiment, a COPS configuration request object (earned in 
a context object within a request message sent by the PDP to a PEP at 
initialization time) may be used to download a set of Java programs from a PDP 
to a PEP such that the conditions used to trigger issuance of request messages 
by the PEP are programmable as well. In both cases, the Java application 
programs installed at the PEPs are able to interact both with each other and 
with other devices (PEPs or other devices) in the network to evaluate conditions 
and implement actions. Figure 2 is a diagram Illustrating dynamic policy 
conditions according to an embodiment of the present invention. In this 
embodiment, a PEP 10 sends a COPS request message 18 to a PDP 12 
requesting configuration within a context object. A PEP may request to receive 
named configuration infomnation from the PDP in this way. This named 
configuration data may be in a form useful for setting system attributes on a 
PEP, or it may be in the form of policy rules that are to be directly verified by the 
PEP. In response, the PDP sends a Java object to the PEP in a decision 
message 20. The Java object, when executed at the PEP, configures the 
conditions for subsequent policy evaluation. In one embodiment, these actions 
may be performed at network initialization time. In alternate embodiments, the 
Java object sent to the PEP may perform any desired processing and not be 
limited to configuration functions. 

In another embodiment, the Java applications installed and executed in 
the PEPs as part of actions taken in response to fulfillment of policy conditions 
may be used to affect or update the state at other network nodes (e.g., other 
PEPs). This feature allows for policies that both detect and manipulate 
distributed network (e.g., global) state information. Figure 3 is a diagram 
illustrating dynamic policy conditions taking into account network-wide state 

7 



wo 01/19031 PCT/USOO/22792 

information according to an embodiment of the present invention. A PEP 10 
sends a COPS request message 22 at initialization time to PDP 12 requesting 
configuration within a context object. In response, the PDP sends a Java object 
to the PEP in a decision message 24. This first Java object configures 
conditions for policy evaluation by the PEP. At some later point in time, an 
event occurs at PEP 10 triggering run-time evaluation of policy conditions. The 
PEP then sends another request message to the PDP. In response, the PDP 
sends another Java object to the PEP. This second Java object then executes 
on this PEP. The second Java object is able to examine and manipulate 
network state infomiation at another PEP 26 or other node in the network as 
part of evaluating policy conditions, in alternate embodiments, the first and 
second Java objects may be sent to the PEP together at initialization time, or 
may be the same object. 

In order to allow PBNM functionality to better support rapidly changing 
network capabilities, embodiments of the present invention use delivery of Java 
programs from a PDP to a PEP to allow dynamic extension of both the actions 
taken in execution of policies, as well as the conditions used to evaluate 
whether an action should be taken or not. This allows PEPs to be more flexible 
both in actions and conditions they support and the classes of problems that 
can be addressed. 

In one example of using embodiments of the present invention, a 
monitoring system may be designed which employs a PBNM system along with 
the extensions defined in the present invention. The monitoring system may 
allow policies to be created which specify the maximum latency that a particular 
data flow will experience between two endpoints in a network. An example of 
the use of such a configuration may be a person who accepts telephone orders 
and enters the orders into an order entry system, where the network latency 
between the person's personal computer (PC) system or order entry terminal 
and the server system that executes the order entry system should be kept low 
in order to ensure prompt customer order entry. In this case, a Java object may 
be installed on each PEP to monitor the latency of packets from the indicated 
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flow experience as the packets traverse the PEP. The Java object may also 
communicate with the objects of other PEPs in a transmission path (e.g., its 
neighbor objects) in order to determine total end-to-end latency. When the end- 
to-end latency reaches a predetermined amount, the objects at the PEPs with 
the higher latency may communicate with their neighbor objects, asking the 
neighbors to divert non-critical traffic to other routes to reduce latency.ln the 
preceding description, various aspects of the present invention have been 
described. For purposes of explanation, specific numbers, systems and 
configurations were set forth in order to provide a thorough understanding of the 
present invention. However, it is apparent to one skilled in the art having the 
benefit of this disclosure that the present invention may be practiced without the 
specific details. In other instances, well-known features were omitted or 
simplified in order not to obscure the present invention. 

Embodiments of the present invention may be implemented in hardware 
or software, or a combination of both. However, embodiments of the invention 
may be implemented as computer programs executing on programmable 
systems comprising at least one processor, a data storage system (including 
volatile and non-volatile memory and/or storage elements), at least one input 
device, and at least one output device. Program code may be applied to input 
data to perfonn the functions described herein and generate output information. 
The output information may be applied to one or more output devices, in known 
fashion. For purposes of this application, a processing system embodying the 
PDP or PEP includes any system that has a processor, such as, for example, a 
digital signal processor (DSP), a microcontroller, an application specific 
integrated circuit (ASIC), or a microprocessor. 

The programs may be implemented in a high level procedural or object 
oriented programming language to communicate with a processing system. 
The programs may also be implemented in assembly or machine language, if 
desired. In fact, the invention is not limited in scope to any particular 
programming language. In any case, the language may be a compiled or 
interpreted language. 
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The programs may be stored on a storage media or device (e.g., hard 
disk drive, floppy disk drive, read only memory (ROM), CD-ROM device, flash 
memory device, digital versatile disk (DVD), or other storage device) readable 
by a general or special purpose programmable processing system, for 
configuring and operating the processing system when the storage media or 
device is read by the processing system to perform the procedures described 
herein. Embodiments of the invention may also be considered to be 
implemented as a machine-readable storage medium, configured for use with a 
processing system, where the storage medium so configured causes the 
processing system to operate in a specific and predefined manner to perform 
the functions described herein. 

An example of one such type of processing system is shown in Figure 4, 
however, other systems may also be used and not all components of the 
system shown are required for the present invention. Sample system 400 may 
be used, for example, to execute the processing for embodiments of the 
extensible policy-based network management system, in accordance with the 
present invention, such as the embodiment described herein. One or more of 
the PDP and PEP may be implemented on a sample system. Sample system 
400 is representative of processing systems based on the PENTIUM®1I, 
PENTIUM® 111, and CELERON™ microprocessors available from Intel 
Corporation, although other systems (including personal computers (PCs) 
having other microprocessors, engineering workstations, other set-top boxes, 
switches, routers, and the like) and architectures may also be used. In one 
embodiment, sample system 400 may be executing a version of the 
WINDOWS® operating system available from Microsoft Corporation, although 
other operating systems and graphical user interfaces, for example, may also 
be used. 

Figure 4 is a block diagram of a system 400 of one embodiment of the 
present invention. The system 400 includes a processor 402 that processes 
data signals. The processor 402 may be a complex instruction set computer 
(CISC) microprocessor, a reduced instruction set computing (RISC) 
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microprocessor, a very long instruction word (VLIW) microprocessor, a 
processor implementing a combination of instruction sets, or other processor 
device, such as a digital signal processor, for example. Processor 402 may be 
coupled to a processor bus 404 that transmits data signals between processor 
402 and other components in the system 400. 

System 400 includes a memory 406. Memory 406 may be a dynamic 
random access memory (DRAM) device, a static random access memory 
(SRAM) device, or other memory device. Memory 406 may store instructions 
and/or data represented by data signals that may be executed by processor 
402. The instructions and/or data may comprise code for performing any and/or 
all of the techniques of the present invention. Memory 406 may also contain 
additional software and/or data (not shown). A cache memory 408 may reside 
inside processor 402 that stores data signals stored in memory 406. Cache 
memory 408 in this embodiment speeds up memory accesses by the processor 
by taking advantage of its locality of access. Alternatively, in another 
embodiment, the cache memory may reside external to the processor. 

A bridge/memory controller 410 may be coupled to the processor bus 
404 and memory 406. The bridge/memory controller 410 directs data signals 
between processor 402, memory 406, and other components in the system 400 
and bridges the data signals between processor bus 404, memory 406, and a 
first input/output (I/O) bus 412. In some embodiments, the bridge/memory 
controller provides a graphics port for coupling to a graphics controller 413. In 
this embodiment, graphics controller 413 interfaces to a display device (not 
shown) for displaying images rendered or otherwise processed by the graphics 
controller 413 to a user. 

First I/O bus 412 may comprise a single bus or a combination of multiple 
buses. First I/O bus 412 provides communication links between components in 
system 400. A network controller 414 may be coupled to the first I/O bus 412. 
The network controller links system 400 to a network that may include a plurality 
of processing systems (not shown in Figure 4) and supports communication 
among various systems. The network of processing systems may comprise a 
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local area network (LAN), a wide area network (WAN), the Internet, or other 
network. In some embodiments, a display device controller 416 may be 
coupled to the first I/O bus 412. The display device controller 416 allows 
coupling of a display device to system 400 and acts as an interface between a 
display device (not shown) and the system. The display device receives data 
signals from processor 402 through display device controller 416 and displays 
information contained in the data signals to a user of system 400. 

A second I/O bus 420 may comprise a single bus or a combination of 
multiple buses. The second I/O bus 420 provides communication links between 
components in system 400. A data storage device 422 may be coupled to the 
second I/O bus 420. The data storage device 422 may comprise a hard disk 
drive, a floppy disk drive, a CD-ROM device, a flash memory device, or other 
mass storage device. Data storage device 422 may comprise one or a plurality 
of the described data storage devices. 

A keyboard interface 424 may be coupled to the second I/O bus 420. 
Keyboard interface 424 may comprise a keyboard controller or other keyboard 
interface device. Keyboard interface 424 may comprise a dedicated device or 
may reside in another device such as a bus controller or other controller device. 
Keyboard interface 424 allows coupling of a keyboard to system 400 and 
transmits data signals from a keyboard to system 400. A user input interface 
425 may be coupled to the second I/O bus 420. The user input interface may 
be coupled to a user input device, such as a remote control, mouse, joystick, or 
trackball, for example, to provide input data to the computer system. A bus 
bridge 428 couples first I/O bridge 412 to second I/O bridge 420. The bus 
bridge operates to buffer and bridge data signals between the first I/O bus 412 
and the second I/O bus 420. 

Embodiments of the present invention are related to the use of the 
system 400 as a PDP or PEP. According to one embodiment, such processing 
may be performed by the system 400 in response to processor 402 executing 
sequences of instructions in memory 404. Such instructions may be read into 
memory 404 from another computer-readable medium, such as data storage 
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device 422, or from another source via the network controller 414, for example. 
Execution of the sequences of instructions causes processor 402 to execute 
PDP or PEP processing according to embodiments of the present invention. In 
an alternative embodiment, hardware circuitry may be used in place of or in 
combination with software instructions to implement embodiments of the 
present invention. Thus, the present invention is not limited to any specific 
combination of hardware circuitry and software. 

The manner in which elements of system 400 perform their conventional 
functions is well-known in the art. In particular, data storage device 422 may be 
used to provide long-temi storage for the executable instructions and data 
structures for embodiments of PDPs and PEPs in accordance with the present 
invention, whereas memory 406 is used to store on a shorter term basis the 
executable instructions of embodiments of PDPs and PEPs in accordance with 
the present invention during execution by processor 402. 

While this invention has been described with reference to illustrative 
embodiments, this description is not intended to be construed in a limiting 
sense. Various modifications of the illustrative embodiments, as well as other 
embodiments of the invention, which are apparent to persons skilled in the art 
to which the inventions pertains are deemed to lie within the spirit and scope of 
the invention. 
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CLAIMS 

What is claimed is: 

1. A method of extending network capabilities for a network with a 
policy-based network management (PBNM) architecture comprising: 
sending a first message from a policy enforcement point (PEP) to a 

policy decision point (PDP) in response to an external action; and 

sending a Java object in a second message from the PDP to the PEP 
in response to receiving the first message. 

2. The method of claim 1 , further comprising executing the Java 
object on the PEP to implement a policy. 

3. The method of claim 2, wherein the Java object interacts with 
another PEP in the network in evaluating conditions and implementing 
actions. 

4. The method of claim 1, wherein the PBNM architecture operates 
according to a Common Open Policy Service (COPS) protocol, the 
first message comprises a request message, and the second 
message comprises a decision message. 

5. The method of claim 1 , wherein the Java object comprises an 
executable program. 

6. A method of extending network capabilities for a network with a 
policy-based network management (PBNM) architecture 
comprising: 

sending a first message from a policy enforcement point (PEP) to a 
policy decision point (PDP) requesting configuration of conditions; 
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sending a Java object in a second message from the PDP to the PEP 
in response to receiving the first message; and 

executing the Java object on the PEP to configure conditions controlling 
the sending of messages from the PEP to the PDP. 

7. The method of claim 6. wherein the PBNM architecture operates 
according to a Common Open Policy Service (COPS) protocol, the 
first message comprises a request message, and the second 
message comprises a decision message. 

8. The method of claim 6, wherein sending the first message, sending 
the second message, and executing the Java object are performed 
at network initialization time, 

9. A method of extending network capabilities for a network with a 
policy-based network management (PBNM) architecture 
comprising: 

sending a first message from a policy enforcement point (PEP) to a 
policy decision point (PDP) requesting configuration of conditions; 

sending a first Java object in a second message from the PDP to the 
PEP in response to receiving the first message; 

executing the first Java object on the PEP to configure conditions 
controlling the sending of messages from the PEP to the PDP; 

sending a third message from the PEP to the PDP in response to an 
extemal event; 

sending a second Java object in a fourth message from the PDP to the 
PEP in response to receiving the fourth message; and 

executing the second Java object on the PEP, wherein the second Java 
object evaluates a policy condition and examines a state of another PEP in the 
network. 

The method of claim 9, wherein the second Java object, when 
executing, changes the state of another PEP in the network. 
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10. The method of claim 9, wherein the PBNM architecture operates 
according to a Common Open Policy Service (COPS) protocol, the 
first and third messages comprise request messages, and the 
second and fourth messages comprise decision messages. 

11. The method of claim 9. wherein sending the first message, sending 
the second message, and executing the first Java object are 
performed at network initialization time. 

12. A policy-based network management (PBNM) system for a network 
comprising: 

at least one policy enforcement point (PEP) to send a first message in 
response to an external action; and 

at least one policy decision point (PDP), coupled to the at least one 
PEP, to send a Java object in a second message to the at least one PEP In 
response to receiving the first message. 

13. The system of claim 13. wherein the at least one PEP executes 
the Java object to implement a policy. 

14. The system of claim 13. wherein the Java object executing on the 
at least one PEP interacts with another PEP in the network in evaluating 
conditions and implementing actions. 

15. The system of claim 13. vyherein the system operates according 
to a Common Open Policy Service (COPS) protocol, the first message 
comprises a request message, and the second message comprises a 
decision message. 

16. The system of claim 13. wherein the first message comprises a 
request for configuration of conditions, and the at least one PEP 
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executes the Java object to configure conditions controlling the sending 
of messages from the PEP to the PDP. 



17. A policy-based network management (PBNM) system for a network 
comprising: 

at least one policy enforcement point (PEP) to send a first message 
requesting configuration of conditions; and 

at least one policy decision point (PDP) to send at least first and 
second Java objects to the at least one PEP in response to receiving the first 
message, 

wherein the at least one PEP executes the first Java object to configure 
conditions controlling the sending of messages from the at least one PEP to 
the at least one PDP, and executes the second Java object in response to an 
event occurring at the at least one PEP. the second Java object evaluating a 
policy condition and examining a state of another PEP in the network. 

18. The system of claim 18, wherein the second Java object, when 
executing, changes the state of another PEP in the network. 

19. The system of claim 18, wherein sending the first message, 
sending the second message, and executing the first Java object are 
performed at network initialization time. 

20. The system of claim 18, wherein sending the first message, 
sending the second message, and executing the first Java object are 
performed at network initialization time. 

21. An article comprising: a machine readable medium having a 
plurality of machine readable instructions, wherein when the instructions are 
executed by at least one processor, the instructions implement a policy- 
based network management (PBNM) system by 
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sending a first message fronn a policy enforcement point (PEP) to a 
policy decision point (PDF) in response to an external action; and 

sending a Java object in a second message from the PDP to the PEP 
in response to receiving the first message. 

22. An article comprising: a machine readable medium having a 
plurality of machine readable instructions, wherein when the instructions are 
executed by at least one processor, the instructions implement a policy-based 
network management (PBNM) system by 

sending a first message from a policy enforcement point (PEP) to a 
policy decision point (PDP) requesting configuration of conditions; 

sending a Java object in a second message from the PDP to the PEP 
in response to receiving the first message; and 

configuring conditions controlling the sending of messages from the 
PEP to the PDP. 

23. An article comprising: a machine readable medium having a 
plurality of machine readable instructions, wherein when the instructions are 
executed by at least one processor, the Instructions impiemeht a policy-based 
network management (PBNM) system for a network by 

sending a first message from a policy enforcement point (PEP) to a 
policy decision point (PDP) requesting configuration of conditions; 

sending at least first and second Java objects from the PDP to the PEP 
in response to receiving the first message; 

configuring conditions controlling the sending of messages from the 
PEP to the PDP; and 

in response to an event occurring at the PEP, evaluating a policy 
condition and examining a state of another PEP in the network. 



18 



wo 01/19031 PCT/USOO/22792 



IM 



10 



1. 



POLICY 
ENFORCEMENT 
POINT (PEP) 



JVM 



14 

. / 

requestI 

MESSAGE r 



16 



DECISION 
MESSAGE 

JAVA 
OBJECT 



12 



POLICY 
DECISION 
POINT (POP) 



Figure 1 



wo 01/19031 



2/4 



PCT/USOO/22792 



10 



POLICY . 
ENFORCEMENT 
POINT (PEP) 



JVM 



18 

^ / 

REQUEST 
MESSAGE 
REQUESTING 
CONHGURATION 



'20 



DECISION 
MESSAGE 



( JAVA OBJECT 3 



12 



J_ 



POLICY 
DECISION 
POINT (PDP) 



Figure 2 



wo 01/19031 



3/4 



PCT/USOO/22792 



10 



POLICY 
ENFORCEMENT 
POINT (PEP) #1 



JVM 



22 

/ 

REQUEST 
MESSAGE 
REQUESTING 
CONFIGURATION 



'24 



DECISION 
MESSAGE 

JAVA OBJECT 
CONFIGURING 
CONDITIONS 



12 



POLICY 
DECISION 
POINT (PDP) 



26 



POLICY 
ENFORCEMENT 
POINT (PEP) #2 



Figure 3 



wo 01/19031 



PCT/USOO/22792 



A/A 



400 



\ 




413 



GRAPHICS 
CONTROLLER 



PROCESSOR BUS 



410 



406 



BRIDGE/MEMORY 
CONTROLLER . 



MEMORY 




INSTRUCTIONS 






DATA 





412 



FIRST 1/0 BUS 



414 
_Z 



NETWORK 
CONTROLLER 



416 



DISPLAY 
DEVICE 
CONTROLLER 



420 



428 



BUS 
BRIDGE 



SECOND I/O BUS 



422 

_z 



DATA 
STORAGE 



424 



KEYBOARD 
INTERFACE 



425 



USER 
INPUT 
INTERFACE 



Figure 4 



INTERNATIONAL SEARCH REPORT 



li jationaf Application No 

PCT/US 00/22792 



A. CLASSIFICATION OF SUBJECT MATTER 

IPC 7 H04L12/24 



According to International Patent Cjassification (IPC) or to both national classification and IPC 



B. R ELDS SEARCHED 



Minimum documentation searched (classification system followed by classification symbols) 

IPC 7 H04L 



Documentation searched other than minimum documentation to the extent that such documents are included in the Tields searched 



Electronic data base consulted during the international search (name of data base and, where practical, search terms used) 

EPO-Internal , PAJ, WPI Data, INSPEC, COMPENDEX 



C. DCX:UMENTS CONSIDERED TO BE RELEVANT 



Category " Citation of document, with indication, where appropriate, of the relevant passages 



Relevant to daim No. 



M. FERIDUN, W. KASTELEIJN, J. KRAUSE: 
"Distributed Management with Mobile 
Components" 

IBM RESEARCH REPORT RZ3102, IBM RESEARCH 
DIVISION, ZURICH RESEARCH LABORATORY, 
February 1999 (1999-02), pages 857-870, 
XP002158233 

* abstract * 

* pag 858, third paragraph * 

* pag 860, 3. Distributed Management 
Framework * 

* pag 851 * 

* pag 866-867, 4. Implementation Example * 

* pag 867, 4.2 The monitoring service MC * 

-/-- 



1-8, 

13-17, 

22,23 



9,18,24 



Further documents are listed in the continuation of box C. 



□ 



Patent tamily members are listed in annex. 



* Special categories of died documents : 

'A* document defining the general state of the art which is not 
considered to be of particular relevance 

earlier document but published on or after tfw international 
filing date 

•L' document which rr«y throw doubts on priority claim(s) or 
vi^ich is cited lo establish the publication dale of another 
citation or other special reason (as specified) 

'O* document referring to an oral disclosure, use. exhibition or 
other means 

•P* document published prior to the international filing date but 
later than the priority dale claimed 



'T* later document published aher the international filing date 
or priority date and not in conflict with the application but 
cited to understand the principle or theory underlying the 
invention 

*X' document of particular relevance; the claimed invention 
cannot be considered novel or cannot be considered to 
involve an inventive step v^en the document is taken atone 

"Y' document of particular relevance: the claimed invention 

cannot be considered to involve an inventive step when the 
document is combined with one or more other such docu- 
ments, such combination being obvious to a person skilled 
in the art. 

*&* document member of the same patent family 



Dale of the actual completion of the international search 



24 January 2001 



Date of mailing of the international search report 



08/02/2001 



Name and mailing address ol the ISA 

European Patent (DTfice. P.B. 5818 Patenttaan 2 
NL - 2280 HV Rijsvnik 
Tel. (+31-70) 340-2040. Tx. 31 651 epo nl. 
Fax: (+^31-70)340-3016 



Authorized officer 



Bertolissi, E 



Form PCT/lSA/210 (second sheet) (Juiy 19S2) 



nanp 1 nf 7 



INTERNATIONAL SEARCH REPORT 



Ir. ational Application No 

PCT/US 00/22792 



C.(Continuation) DOCUMENTS CONSIDERED TO BE RELEVANT 


Caiegory • 


Citaiion ot document, with indication. where appropriate, of the relevant passages 


Relevant to claim No. 


Y 


J. BOYLE, R. COHEN D DURHAM S HFR70G 


1-8 

X u , 




R RAJAN A SASTRY- "ThP COPS ffrimmnn 


13-17 




ODen Policy Service) Protocol" 


22,23 




IETF DRAFT VERSION 0 7 'Onlinpi 

X 1 1 W l\m 1 VL>l\^Xwll W*/y will 11 IC • 












Retrieved from thp Tntprnpf- 






<IJRL ' f to " //"fto ^onvr^l rn in/mirrnr/ftn ii 






i arl in/i ntpfnot— rlma-Ff c //Hna-ff — i n+-f^— r*an— r^nn 
j.au.Ji^/ MiLci iict Ul ai Lb/ UioT L 1 c tT rap cop 






s-07.txt> 'retrieved on 2001-01-23! 






cited in the application 




A 




9 18 P4 




* 1 T ntr odurt i on * 




± Mp^t;anp rnn1*pn+ * 

^ %7 . llCOOd^w VUllLCIIL ^ 






^ J. X l\tr^UC^ L ^ 






* 3 2 npci si on * 






* 4 ^ r nnf i ni ipat i nn rinora+innc 
~ ^.w wufii i^ui auivii \juxzf oLiUilo ^ 




A 


D. HYDE: "Web Based Management" 


1,6,9, 




3COM TECHNICAL PAPERS 'Onlinpl 

h.'wvM iL.v/iii«x^r\i_ 1 m will 11 Ic7 1 


13 18 
xo, xo, 




March 1QQ7 f1QQ7-n'^') ypno?1 

1 lai vl 1 X77/ \ X77/ \JO J J AlUU^XOO^wO 






Rptripvpd "from thp Tntprnpf • 

ICV^U 11 will Xllud ll\7l«a 






NuivL . 1 1 1* tp . / / www , ouuiii . Luin/ nsc/ uyjvoc/ . nuni i < 






*rptripvpri on ?nni— 01— 

1 CUI IwVCU Lrll L.UUX VJX • 






oaoe 4 coluntn 1 la^t naranrar»h 




A 


M BALDI S GAI G PICCO- "Fynloitinn 

1 1 . urtu.L/ Xy %J • unX} u. IX\.rVw. uA^IUILIIIU 


16 9 

X , U , 7 , 




Codp Mobil itv in Dpcpntral i toH anri 


13 18 
xo, xo, 




Flexible Network mananpmpnt"" 

1 I^AIh/IC iv^UrWI rV IlldltCiU dllw 1 1 L 


22-24 




PRTOC MORTI F AGFNT^ 'Q7 'Onlinal 

1 i\ 1 • 1 iwuxL.^ nutii 1 O 7/ J \Jl\ 1 1 il" ■ 






Aori 1 1QQ7 ('[QQl-Od) ypon?! 

nyji I 1 X77/ V X77/ \JH J , Ar UVJ t.XOOc 






Berlin, Germany 






Retrieved from the Internet: 






<URL : http : //ci teseer . n j . nec . com/bal di -expl 






oiting.htmT> 'retrieved on 2001-01-23! 






figure 2 






* section 3, subsection "Code on demand" * 






pag 8, lines 12-13 * 






* section 4, subsection "Code on Demand" 

* ■ 











Form PCT/ISA/210 icontinuaiiDn oi saconcl sn»ot) (Juty tC&2} 



mmfmBiMKmrn 



This Page is Inserted by IFW Indexing and Scanning 
Operations and is not part of the Official Record 

BEST AVAILABLE IMAGES 

Defective images within this document are accurate representations of the original 
documents submitted by the appHcant. 

Defects in the images include but are not limited to the items checked: 

□ BLACK BORDERS 

□ IMAGE CUT OFF AT TOP, BOTTOM OR SIDES 
[^FADED TEXT OR DRAWING 
[^BLURRED OR ILLEGIBLE TEXT OR DRAWING 

□ SKEWED/SLANTED IMAGES 

□ COLOR OR BLACK AND WHITE PHOTOGRAPHS 

□ GRAY SCALE DOCUMENTS 

□ LINES OR MARKS ON ORIGINAL DOCUMENT 

□ REFERENCE(S) OR EXHIBIT(S) SUBMITTED ARE POOR QUALITY 

□ OTHER: 

IMAGES ARE BEST AVAILABLE COPY. 
As rescanning these documents will not correct the image 
problems checked, please do not report these problems to 
the IFW Image Problem Mailbox. 



(USPTO) 



